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Customer service disruptions are often hard for the network OSS to identify 
as they happen in the access network, on customer premises equipment and, 
even, on customer-owned devices and applications. Up until recently most 
service providers had to rely on customer complaints to even know they 
were occurring. The customers that call to complain are often only the tip 
of the iceberg, thus this reactive process creates a lot of invisible customer 
dissatisfaction and, eventually, customer churn, not to mention significant  
call center costs. 

Much can be done to improve our ability to predict service disruptions and 
provide better proactive care such as automatic fixes. In the unavoidable 
cases when the customer must be involved in the process of troubleshooting, 
less time can be spent with more accurate self-care instructions and more 
optimized care agent workflows, thereby increasing the trust in the operator. 
In this paper, we look at work done with Nokia Bell Labs researchers to improve 
the prediction and prescription capabilities of Motive customer care products. 
The researchers developed algorithms that are performing historical and 
real-time analysis of data from the network, customer devices and customer 
trouble tickets. Their results demonstrate that algorithms are critical for the 
advancement of customer care and will help Nokia Motive to set a new standard 
of proactive care for the industry.
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Introduction
At Nokia Motive we have built a world-class reputation for software and 
systems that help service providers to manage the customer experience, from 
device management to service delivery and customer care. Drawing on our 
knowledge of the whole network, our solutions combine unparalleled domain-
specific analytics with automation that spans care, service, network and IT 
operations. Our goal is to ensure that our customers’ customers have the 
highest quality of customer experience, all the while lowering the complexity 
and costs associated with providing and supporting the service.

At the heart of many of our solutions is a heavy reliance on data and analytics. 
Thus, it was exciting for us to collaborate with Nokia Bell Labs over the last 
two years, engaging some of the world’s pre-eminent researchers in statistics, 
machine learning and software algorithms to help us take our analytics 
solutions to the next level. The challenge we posed to our Bell Labs colleagues 
was to see if they could develop algorithms to shift more of the customer and 
service care process away from the relatively expensive and low satisfaction of 
reactive, agent-assisted care, to forms of self-care and, ultimately, proactive, 
self-healing forms of care, where problems can be resolved automatically, 
even before the customer is aware of them. 

This white paper discusses the role of analytics in improving customer 
satisfaction and the specific algorithms that Bell Labs developed to help us  
to advance customer care to what, we believe, is the state of the art in the 
telecom industry. We will look at their role in predictive and prescriptive care  
and how they can help to significantly shift care away from the call center.  
In fact, research and evaluation studies by Nokia Bell Labs have shown that  
it is possible using some of the algorithms they have developed to predict 
service disruptions an average of two-hours in advance of customer call-ins.1 
This predictive rate opens up a time window that is a strong enabler  
for proactive care.

The challenges and opportunities 
of customer care
As telecommunications markets mature, the competitive focus of service 
providers is shifting. In Nokia’s recent 2016 global survey of the mobile 
market, customer care had increased in importance for customer acquisition 
and retention, assuming nearly the same importance as network quality.2  

1  Akyamac, A., Phadke, C., Kushnir, D. and Uzunalioglu, H. (Bell Labs), “Predicting home network problems 
using diverse data,” Sarnoff Symposium, 2015, 36th IEEE (http://ieeexplore.ieee.org/xpl/mostRecentIssue.
jsp?punumber=7312262).

2 Between 2014 and 2016, there was a significant shift in the reasons cited by customers for leaving their operator, 
as well as the importance ascribed to these factors by operators: customer care grew from 15 to 24 percent while 
network quality decreased from 34 to 26 percent. Even cost and billing was cited less often, decreasing from  
45 to 40 percent, although it remains the key variable (Nokia 2016).

http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=7312262
http://ieeexplore.ieee.org/xpl/mostRecentIssue.jsp?punumber=7312262
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This trend reflects the maturation of the technologies, whether fixed or 
mobile, for providing basic network access to meet the needs of consumers. 
It is becoming increasingly difficult for service providers to differentiate based 
on network quality and speed. Even pricing strategies are becoming similar 
in many markets. However, there are still many improvements possible in the 
area of customer care, which is increasingly important to customers and an 
area where competitive differentiation is possible.  

Providing uninterrupted, high quality service is important for operators as any 
service impacting problem may lead to customer dissatisfaction and churn. 
When faced with a service-impacting problem, many customers will choose to 
get help by calling the service provider’s customer care center, however, some 
others may silently churn, switching their service to another provider either 
immediately or when it comes time to renegotiate their service contract. For 
service providers wanting to retain their customer base and capture market 
share from the competition, reducing the risk of failures in service delivery is 
critical, as well as responding proactively to solve issues when they do occur.  

As it turns out, many of the issues that lead customers to contact the call 
center are entirely within the control of the operator and do not need to 
involve the customer. Often a remote re-boot of the network termination 
device or modem is all that is required. If issues are detected and proactively 
addressed before the customer is aware of the problem, operators not only 
reduce call center volume and the number of truck rolls, they avoid any 
possibility of customers developing a negative perception and silently churning. 

In other cases, where the customer’s intervention is required, much can 
be done to make the call and subsequent troubleshooting process more 
efficient. Today, automated workflows enforce a repeatable, best practice care 
process, but there is no flexibility in these workflows to reflect the individual 
customer’s context. It is now possible using network analytics to refine the 
self-care or care agent’s workflow in real-time, based on network and device 
data, as well as key pieces of information supplied by the customer at the 
beginning of the call. The result can be clear and simple instructions that 
quickly resolve the issue and reinforce the customer’s sense of the  
operator’s competence.

Role of network analytics
Network analytics play a key role in making proactive customer care possible. 
All operators today employ some form of analytics for understanding the 
behavior of their networks. Most of these analytical systems are merely 
descriptive, however. They capture large amounts of data from the equipment 
and display critical information to the NOC, such as registering and displaying 
alarms, alerting operators to network congestion and pin-pointing the sources 
of problems when they occur. 
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Simple problem detection, which is characteristic of descriptive analytics, 
although helpful in responding to service disruptions, often doesn’t avoid 
negative reactions from customers. Reacting to a service outage after it has 
occurred, in most cases, is not good enough. Thousands of customers will 
flood the call center within moments of the outage. Long wait times make 
customers impatient and, even when they get through to the care agent, a 
long troubleshooting process can increase their sense of frustration rather 
than alleviating it.

Predictive and prescriptive analytics proactively address customer issues 
before they arise. This may sound far-fetched at first, but in fact there is a 
large amount of data available from customer trouble tickets and the network 
termination devices, modems, home routers and set-top boxes, that can be 
used to predict service outages or issues, even before they are detected by the 
customer. This is the basis for predictive analytics. These analytic solutions use 
algorithms to predict and initiate steps to correct issues before the customer 
is aware. They can also be applied during the customer call, in real-time, to 
augment the call agent’s information so as to zero-in on the nature of the  
issue faster.

Prescriptive analytics takes this one step further. Prescriptive analytics not 
only use algorithms to predict possible problems, they provide management 
systems with what they need to automatically and quickly prevent them.

Figure 1. Role of analytics in care
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Role of algorithms 
The ability to predict service disruptions and prescribe corrective actions is 
based on regression analysis performed on various kinds of data taken from a 
history of service disruptions. These could include, for instance, performance 
parameter data from network components in the central office (CO), customer 
premises equipment and home devices, which are correlated with customer 
ticket records for hundreds of thousands of historical service disruptions. 
Through analysis of this historical data, predictive algorithms are developed 
and tested against the data to find the specific data elements and patterns 
that have the best ability to predict actual disruptions.
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Using anomaly detection algorithms in addition to predictive algorithms 
provide insight into deviations from ‘normal’ behavior of a device, service 
or user. Often these deviations are strong predictors of problems facing 
users and can be detected based on Network/Home or Ticket data. 
Recommendations algorithms make the predictions and anomalies actionable. 
The actions are executed by workflows in an action engine where algorithms 
can also be applied to self optimize the path taken. This flow is illustrated  
in Figure 2. 

Figure 2. Use of algorithms in analytics and care
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Predictive analytics and recommendations
The ideal for algorithm-based advanced customer care is for problems to 
be resolved before the customer is even aware they have occurred. This is 
what prescriptive analytics enable. The algorithms correlate the relevant 
network and device data in order to prescribe a series of actions that most 
cost-effectively and simply resolve the issue — with the least impact on the 
customer’s perception of the service. 

For instance, we have developed algorithms that monitor the quality of the 
links in the access network, whether copper or fiber, to proactively detect 
issues that will lead to customer service degradation. This includes algorithms 
to detect degradation of DSL cable quality due to water ingress, where the 
characteristics of a wet segment will deviate from its nominal value, creating  
a visible signature. 

Other algorithms interpret Wi-Fi statistics from devices in a user’s home to 
make an assessment of QoE, as well as find signatures that detect problems 
such as poor coverage or contention of the Wi-Fi spectrum. This also includes 
algorithms that can analyze Wi-Fi contention issues for a Multi-Dwelling Unit 
(MUD) and find the optimal Wi-Fi settings for the entire user population.
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Degradation in QoE assessment and problem detection should be followed 
by proper action. Algorithms can also automate troubleshooting of a network 
by means of a belief network that is able to capture complex dependency 
between symptoms, causes, problems, and recommendations. The belief 
network contains conditional probabilities initially set by a domain expert. The 
bottom layer of the belief network may be adapted to comprise the symptoms 
represented by discrete states of network parameters. Adaptive threshold 
tuning is also possible using algorithms to capture the network’s sensitivity 
and specifics. The output layer of a belief network corresponds to the actions 
to be applied given the current state of the network. 

Below is a list of proactive actions a fixed network service provider might 
follow in order of preference:

• Automatically re-configure or reboot the home device before the customer 
notices or calls customer care

• Dynamic line management to proactively reconfigure the DSL link and find 
the optimal stability and speed of the line

• Message/proactively call customers to notify them of the problem and 
provide instructions/information

• Equip customer care with information regarding predicted problems by 
annotating the customer’s account

• Ship replacement equipment or mobilize field technicians to undertake 
proactive repair actions.

The algorithm’s effectiveness is also determined by which of a number 
of possible corrective actions is the most likely to result in success. This 
recommendation engine uses Bayesian inference to identify a priori what are 
probable causes and reject data, which although they may correlate strongly 
to the occurrence of a service disruption, are quite unlikely to be causes. For 
instance, NID alarms that occurred 48 hours before the call, versus 4-6 hours, 
are better ignored. 

Call anomaly detection
Although it would be ideal for the network to always know when service 
degradation occurs, it is not easy for the OSS, which is typically challenged 
to monitor the access network and assess customer impact. Although it isn’t 
ideal, customers are excellent at complaining about service degradation.  
When there is a problem in the access network, it is sometimes the spike  
in customer calls that is the first indication.  

The call anomaly detection algorithm identifies call anomalies using real-
time statistical signal processing algorithms to separate, for instance, calls 
concerning possible service disruptions from the high volume of other calls 
being received by customer care agents. A sudden burst of calls or spike 
having been identified, Caller IDs can then be correlated with network,  
service, or even third-party application topologies.
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Service topologies can also be directly associated with the customer’s 
subscribed services. Unlike network and service topologies, however, the 
customer’s use of third-party or OTT application has to be discovered on the 
call. The call agent can be provided with a fixed set of likely applications, which 
he or she chooses to populate the topology part of the call data. The freeform 
text area of the trouble ticket can also be parsed, but the correlation may be 
less direct due to spelling variations and human error.

If the anomaly or spike of calls is associated with the same topology, the 
algorithm is able to instigate several kinds of proactive actions, depending 
on the topology. These actions are orchestrated using workflow. Examples of 
actions that can be initiated by the algorithm include escalation via email to 
the NOC/SOC or call center, a notation on affected customer records in the 
CRM system, a call outage message on the answering system for incoming 
customer calls, notifying impacted customers directly, or even the dispatch of 
a technician. Implementing the actions in workflow allows the service provider 
flexibility to adapt the action according to their desired business processes.

Figure 3. Call anomaly detection
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Self-optimizing workflows
Workflow automation is an effective approach to guide agents in assisted care, 
or the customer in self-care. It has proven to be very successful for many 
operators as they extend their offerings from the call center into omni-channel.  
The customer care flow is generally captured in an algorithm with a common 
introduction that diverges into more specific paths depending on the issue 
reported and other inputs from the customer and network signals. Based on 
years of experience, the automation enforces each care flow to follow the 
best practices that have been synthetized over time. It minimizes the number 
of questions to be asked of the customer and the number of times that the 
agent has to access external systems. In addition, the algorithm can seamlessly 
integrate fully automated network device interactions. 
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Because workflow designers specify these algorithms and tailor the steps for 
each customer network, it has previously been seen as too much effort to have 
the workflow respond to all of the options (context variables) that can occur for 
a customer. Until now, there was also no efficient means available to deal with 
changing context. The processes implemented in the workflows were fixed. 
For example, a workflow that suggests several possible actions to try in order 
to solve a customer’s specific issue had a fixed sequence in the workflow. This 
sequence was based upon a best guess by the workflow designer of which 
action should come first. However, often the most appropriate action differs 
from call to call, depending on the customer context. For example, a new 
device firmware version may exhibit new behavior and thus change the context 
of the best action to solve a given customer issue. 

Having an ability to capture more customer variables and respond dynamically 
to changing contexts would clearly shorten call agent time and improve the 
customer experience. Thus a solution to this problem was needed. Nokia Motive 
collaborated with Bell Labs to take an innovative approach based upon machine 
learning to improve the workflows beyond the capabilities of manual tuning. 

Bell Labs researchers developed a generic algorithm that can be used to 
replace parts of the specialized algorithms, allowing for flexible workflows that 
are dynamic and intelligent, essentially self-optimizing because they learn and 
adapt on the fly. The customization of these Pockets of Flexibility (PoF) is done 
in a declarative way. Actions are specified without a fixed order. Instead, the 
algorithm relies on a recommendation engine to select the next-best action 
(NBA). The engine is trained on the historical data from previous workflow 
executions. Its goal is to prescribe activities that have the highest probability 
to resolve a customer issue in the shortest time. 

The logic to follow a successful flow in the shortest possible time is built into 
the generic algorithm. As a result, not only the execution gets optimized, 
but also less effort is spent to specify tailored workflows. The PoF allows 
context variables to be configured that help the NBA to choose the best 
remediation activity for a given customer context. For example, certain home 
devices may respond differently to different remediations, so using the device 
type, firmware version, etc. as context variables will allow the workflow to 
automatically start with the best remediation for that context.

The result is faster, less expensive actions that can be specified in self-care 
workflows or can help agents to avoid unnecessary questions and guide 
the troubleshooting based on the exact devices present, firmware versions, 
etc. This enables faster response times, reduced support costs and a better 
customer experience. It also simplifies the workflow design since special cases 
based on context do not need to be hard coded into the workflows.
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Figure 4. Self-optimizing workflow
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Summary
Our work with Nokia Bell Labs researchers has rewarded us with a number of 
algorithms that advance what the industry can now expect from customer 
care. The Motive team is excited by these developments and we see a number 
of new directions for us to pursue in developing new algorithms. We are also 
working on combining some of these solutions to get even closer to our goal 
of proactive care, reducing as much as possible reliance on customer care 
agents and ensuring the highest level of customer satisfaction.
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Acronyms
CO Central Office

CPE  Customer Premises Equipment 

CRM  Customer Relationship Management

DSLAM Digital Subscriber Line Access Multiplexer 

GPON Gigabit Passive Optical Networking

NBA Next-Best Action

NID  Network Interface Device 

NOC Network Operations Center

OLT  Optical Line Terminations

ONT Optical Network Temination

ONU  Optical Network Unit

OSS  Operations Support Systems 

OTT  Over the Top

PoF Pockets of Flexibility
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